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的难度。另外在 新版的 WINSOCK 2 中提供了一种新的编程接口即 SPI，采用
该技术可以方便的在应用层中插入自己的一层处理，这样使得网络封包截获地实
现变得相对简单了。另外，系统无关捕获函数库的出现，更使得封包的捕获变得






第二章介绍了 WINDOWS 网络结构的协议框架。 










































Network application goes deeply into every corner of society life step by step 
currently. With the development of the application of e-business and e-government, 
the network security becomes the focus that people take care of more and more. We 
must admit that network is filled with many security troubles. Hobbyhorse program, 
computer virus, backdoor hole, and the events of inbreak, all of these restrict the 
applications of network badly. So the programming technology on network security 
arouses people’s attention. The packet capture, as the base of network security 
programming, has some important meanings to us. In books and network people talk 
much about the packet capture based on Linux and Unix, but the realization in 
Windows, a widely used operating system, is very few. This article mainly reearches 
the packet capture in Windows environment.  
The realization of packet capture in windows environment has many ways. Such 
as TDI, NDIS Intermidate Driver (IMD), because these ways come down to the 
programming of driver program, they are very difficulty. Otherwise the best version 
of Winsock 2 offers a new programming interface — SPI, we can use this technology 
to insert an owner layer of process in the application layer. This will make the 
network packet capture easily. The appearance of the system independent capture 
library makes packet capture easier than ever. Because there are both versions of 
Windows (WinPcap) and Linux (Libcap) and they are compatible to each other, we 
can use the library easily to program network application program for different OS.  
This article mainly discusse the following contents: 
In chapter 1, the related concepts are introduced, such as Computer Security, 
Network Security and packet capture. 
In chapter 2, the protocol frames of Windows network structure are described. 
In chapter 3, the theory and the realization way about network packet capture in 
the Windows environment are expounds in some detail. 














sample uses the theory and the way that are dicussed in the preceding chapters. 
In chapter 5, some important edification about the research of network packet 
capture is   summaried. 
This thesis has the following contributions:  
 The article, relating from the technology research to the network specialty 
building of our institute, brings forward that the technology research have 
very important effects for the specialty building and the course exploiture of 
specialty . 
 The article analyses the realization ways and the key point on many 
technologies of network packet capture. It also discusses the advantage, 
disadvantages and application occasions about every kind of technology. 
They can be referenced for the programming of the network packet capture 
and filter. 
 The article establishes a demo program to capture network packet. The 
program gives the entire process to capture data packet by using the 
technology of packet capture. 
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NSCA 成功地制定出国防部计算机系统的评估准则 DDTCSEC（Department of 
Defense Trusted Computer System Evaluation Criteria），准则中将安全的可




      C1：具有一定的自主型存取控制机制，通过用户与数据隔离措施满足
安全要求。 
      C2：可控制的安全保护机制，通过注册、审查、资源隔离达到安全要
求。 
B：强制型安全保护类，它分为三级 
      B1：标记安全保护，具有 C2 级的全部功能，并增加了标记强制型访
问控制等功能。 
      B2：具有形式化安全模型，系统设计结构化，并要求计算机系统加人
一种允许用户去评价系统满足哪一级的方法。 
      B3：安全区域级，具有严格的系统结构化设计，并具备全面的存取控
制的访问监控机制，以及审计报告机制。 
A:验证型安全保护类，分两级 
      A1；验证设计，要求用形式化设计说明和验证方法对系统进行分析。 












































































论的是 Unix 下的实现方法，探讨在 Windows 下实现的书籍较少，在 Windows 环
境下网络数据封包的截获与 Unix 系统下的编程机制有些不同，在 Unix 系统中，
操作系统提供了包截获的编程接口，而在 Windows 系统中则没有这样的接口，我












































第二章 Windows 网络协议框架 








图 2.1Windows 操作系统的架构 
应用层是可以直接接触到的，应用程序（.exe）工作在这一层；动态链接库
（.dll）也属于应用层的范畴，动态链接库被应用程序调用时就成为应用程序的
一部分，所以它们并没有本质的区别。DLL 和 EXE 是两种工作方式不同的应用程




































OSI 模型将网络通信结构分为 7 层，从下到上依次为物理层（Physical 
Layer）、数据链路层（Data Link Layer）、网络层（Network Layer）、传输层
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